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ABSTRACT

The confidentiality of information in the digital age is very important, one of which is the confidentiality of e-mail
messages so that they cannot be read by certain parties, especially e-mails that are under the domain of companies or
institutions where e-mail admins can be read. The solution that can be given is to do the encryption and decryption process
in e-mail messages so that only those who are entitled can read the e-mail message. One Time On is an algorithm that is
suitable to be applied to the security of e-mail messages because the encryption process is done with keys in accordance
with the length of e-mail messages and is very difficult to analyze.
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INTRODUCTION

Electronic Mail or commonly called E-mail is
one type of service that cannot be released from all
activities that occur in cyberspace, email usage is not only
for business but also for social networks, sending
messages quickly, sending important files and other things
related to the information transfer process [1], [2].
Microsoft Outlook and Mozilla Thunderbird are
applications specifically for sending and receiving e-mails
from third parties, sending e-mails will be easier if using
applications such as outlook or thunderbird and reading e-
mails will be easier because the message will be
downloaded first so that it can be read offline.

E-mail messages are basically not encrypted
except that the e-mail sending process 1s secured using
SSL (Secure Socket Layer) [3] which is in accordance
with the standard so that various types of mail servers can
communicate with each other well, security weakness in e-
mail messages [4] is one of the problems that the author
discussed this research, to secure the message the author
uses a One Time Pad algorithm [5]-[7] to encrypt so that
secure e-mail messages from irresponsible parties if the e-
mail message 1s successfully tapped.

One Time Pad is one of the best algorithms until
now and it is uncrackable if the message are not with same
pattern [8], the use of one time pad algorithm on email
message security is very good because the message
encryption process is perform with same length key and
the key used in the security message is random generated
50 it doesn't have a special pattern and it is also make
difficult to cryptanalysis to decipher the message, and one
more advantage is that the encryption ciphertext has the

same length of message as the plaintext so that it does not
make heavy resources on the network.

THEORY

Security system

Security system 1s a process of making several
work procedures by adding security aspects so as to
produce a good system with integrated security features on
the system [9]. Aspects relating to security [10], [11]
requirements include:

a) Secrecy. Associated with access to reading data and
information. Data and information in a computer
system can only be accessed and read by people who
are entitled.

b) Integrity. Connect with access to change data and
information. Data and information that is inside a
computer system can only be changed by the rightful
person.

¢) Availability. Associated with the availability of data
and information. Data and information that is in a
computer system 1s available and can be used by
people who are entitled.

Cryptography

Cryptography is the science and art of storing
messages, data, or information ely that is sent from
somewhere to another [12], [13]. Cryptography is part of a
]Ch of mathematics called Cryptology that deals with
aspects of information security such as data
confidentiality, data vali@lly, data integrity, and data
authentication [14], [15]. Cryptography aims to maintain
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the confidentiality of information contained in the data so
that thcn'lformation cannot be known by unauthorized
parties. But not all aspects of information security can be
handled by cryptography.

Plain Text Cipher Text

Figure-1. Cryptography Process Ilustration.

Cryptography can not be separated from key
processing, symmetry and asymmetry is the key used in
mptographic algorithms.  Simeteris  cryptographic
algorithms or also called conventional cryptography
algorithms are algorithms that use the same key for
encryption and decryption[6], [16]. The security of
symmetry cryptography lies in the secrecy of the key,
there are many modern cryptographic algorithms that are

uded in symmetry cryptography systems including

S (Data Encryption Standard), Blowfish, Twofish,
Triple-DES, IDEA, Serpent, AES (Advanced Encryption
Standard).

The advantages of symmetric key[17] algorithms
or also called secret key algorithms are:

a) The operating speed is higher when compared to the
asymmetric algorithm.

b) Because the speed is quite high, it can be used on real-
time systems.

‘While the weakness of this symmetrical key algorithm is:

a) different types of messages with different users,
different keys are needed, so that there will be
difficulties in the management of the key.

b) The problem in sending the key itself is called "key
distribution problem”.

As_\*mmelgz cryptography[18], [19] algorithm is
using a different key for the encryption and decryption
process or called public key algorithm because the key for
encryption is made public or can be known by everyone,
but the key for decryption is only known by the authorized
person to know the data encoded or often called the
private key.

One Time Pad

One Time Pad[5], [8], [20] is one example of a
cryptographic maod with a symmetry type algorithm
where the key to the encryption process is the same as the
key used for the decryption process. It was discovered in
1917 by Major Joseph Mouborgne and Gilbert Vernam in
World War II. this algorithm has been claimed to be the
only perfect cryptographic algorithm that cannot be
solved. An algorithm is said to be saﬂ:.@ there is no way
to find the plaintext and until now only the One Time Pad
(OTP) algorithm has been declared unbreakable even

though unlimited resources are given. The process of
encryptia and decryption on One Time Pad is almost the
same as the process of encryption and decryption using the
vigenere cipher algorithm. The encryption process can be
done with mathematical equations as follows:

Ci = (Pi + Ki) Mod 26

While for the decryption process can be seen in
the mathe matical equation as follows:

Pi = ((Ci - Kr) + 26) Mod 26

From the above equation it can be seen:

Ci = character shift in ciphertext
Pi = character shift to text
Kr = Key in decimal form generated from the

conversion table.

The part that distinguishes between one time pad
and vigenere cipher is in key function. If key usage in
vigenere cipher can be repeated to adjust length of the
plaintext, then at one time pad this cannot be done because
the number of keys used must be the same as the length of
the plaintext.

RESULEIAND DISCUSSIONS

Email usage has become a separate need and
many email service providers make it easy for users to
choose e-mails that are used, e-mail is usually used to
communicate with one or more recipients of e-mail and
one of the weaknesses that the e-mail function uses is
encryption and decryption. e-mail so that anyone who has
access to the mail server can read the e-mail, to overcome
this problem an application can be made that can send
encrypted e-mail by applying the One Time Pad algorithm
as a process of encrypting and decrypling e-mail
messages.

The following is a use case diagram modeling of
a system prototype made.

Figure-2, Use Case Diagram System.

Figure-2 is a use case diagram of the system that
the author made, while the explanation is as follows:
a) The user runs the application
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b) In the application, users can send email with some
information such as messages, email addresses,
recipient names and file attachments

c) The process of sending an email can be encrypted by
using the OTP algorithm with a key whose length is
the same as the message length, the key will be
generated randomly so that it can adjust automatically
with the message length.

d) Results of encryption produce a ciphertext that will be
sent via email.

e) Ciphertext results can be decrypted by using a key
that matches the encryption key to produce a
plaintext.

In addition to use case diagrams there are also
activity diagrams and from the system created, here is the
diagram

USER SISTEM

Masukkan
Pegan Email

Generate Key

Ciphertext

Load Key

Figure-3. Activity Diagram System.

Use case diagrams and activity diagrams are
working models of systems designed, here is the design of
an e-mail sending application encrypted with the One
Time Pad algorithm.

Aplikaz| Pengiiman Email dengan Algaritma Gne Time Pad

Marat Emad |

Adtactment
ENKRIPS: PESAN

DEKRIPSI PESAN |

Figure-4. Interface System.

The main application that the author designs for
sending email using the one time pad algorithm looks like
in Figure-5 until 8 below.

S— | eraporeriea HaEnsl
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PASSWORD
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Figure-5. Main System.
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Figure-6. Sample Message.
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Figure-7. Key Generation.

Figure-8. Encryption Message.

Based on the tests carried out in Figures 5 to 8, it
is found that the message sent will be encrypted first with
a randomly generated key so that it does not have the same
pattern, the generated ciphertext will not be easily read
easily and takes relatively little time longer to decrypt
without knowing the key used.

CONCLUSIONS

The security of e-mail messages using the One
Time Pad algorithm can be done well, one of the factors is
the use of one time pad keys that are generated randomly
so that the key pattern can be read, then to decrypt the
cipher-text must use the same application so that the
decryption process can be done well.
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